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Document and send any needed modifications to the CFM for review and
consideration.’

2) Employ the USAF Occupational Measurement Squadron to conduct analysis or study
to validate that the training standards and material currently taught at UCT is useful.
In other words, are squadron commanders happy with the level of knowledge and
skills sets UCT graduates have when they arrive at their units? Is there a skill set that
units are having to train to that should be taught at UCT?"2

3) Similar to the CDC development schedule, the 17D CFM should establish overarching
curriculum timetables for planning purposes. For example, minor curriculum revision
is 30 days; simple revision is 45 days; major revision (typical) is 60 days; and
complicated revision is 75 days. This ensures timely implementation of decisions

made at the U&TW to modify course material.”

In addition to ensuring relevant course material, the 17D career field must remain open to
changing institutional structures that restrict the ability to grow and develop cyberspace leaders.
This includes enforcing back-to-back operational tours for new accessions to ensure return on
investment on training especially for NetOps as well as loosening the 4-5 year time on station

restriction in locations and units that can provide natural career progression. It is the cyberspace

"1 Recommendation R23: Biannually require UCT to conduct an internal U&TW to identify out-dated course
material

2 Recommendation R24: Require MAJCOM to solicit feedback from units to validate training standards.

3 Recommendation R25: 17D CFM establish development timetables for curriculum revisions to ensure timely
implementation.

42
UNCLASSIFIED



UNCLASSIFIED
Cyberspace Human Capital

career field’s job to prepare its officers for leadership by optimizing experiences and skills and

by developing capabilities to meet today’s and tomorrow’s challenges.

CONCLUSION

Secretary of Defense Ashton Carter recently characterized the challenges of the changing
national security landscape: “Today's security environment is dramatically different than the one
we've been engaged in for the last 25 years and it requires new ways of thinking and new ways
of acting.”’* More than ever before, assuring mission success in contemporary operations will
inevitably integrate elements of cyberspace. Cyberspace operations, unilaterally or in support of
air, sea, land, human and space missions, serve as the protagonist to 21st century national
security.  Game-changing technological advancements and innovative low-cost adaptive
solutions continue to change the landscape of the cyberspace key terrain.  Furthermore,
defending cyberspace is not a solitary effort that can be tasked to single entity; unitary efforts
that bring service components, government institutions and partner nations together are the
mainstay of efforts for the foreseeable future. It is clear that the United States is entering a new
strategic era that stems from changing social, political and economic trends. In order to ensure
that the United States maintains decision dominance and battlespace superiority, efforts must
keep up with, and run parallel to, the changes ahead.

In order to sustain the United States’ edge in future conflicts, USAF leadership must

develop a sustainable and flexible framework that manages and develops cyberspace cadre,

74 Secretary of Defense Ash Carter, comments with respect to the recent release of the President’s FY 17 Defense
Budget
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today and into the future. It must consider the force of the future holistically, using a cradle-to-
grave approach to secure the talent necessary to assure mission success in cyberspace; accessions
and retention are equal-weight tasks in ensuring an effective human capital plan for decades to
come. The USAF must also revisit how it manages and develops cyberspace operators by
adapting a functional specific model that mirrors the characteristics of the cyberspace domain
(i.e., electromagnetic, information, network and maintenance aspects) over legacy institutional
structure. In order to build information age cyberspace human capital, effective force
management principles must determine how and where knowledge, skills, and experience are
distributed across the force of the future. Additionally, creating a cyberspace cadre that is
constantly relevant to information age operations requires agile force development processes that
inculcate bottom-up changes that match specific skills, specialties and classification structures
with Air Force missions. The challenges are colossal, but as Napoleon once said, “victory
belongs to the most persevering.” Given that USAF Airmen are the most innovative and

forward-thinking warriors of today’s age, victory will soon belong to us.
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APPENDIX 1: RECOMMENDATIONS SUMMARIZED

R1: Manage the cyberspace career field through functional subareas

PRO: Functional sub-areas address the four primary operational areas of cyberspace
operations vs. groupings based on technology (which changes) or organizational structures
(e.g. personnel systems which are inflexible).

CON: Definition of operations runs perpendicular to joint doctrine (e.g. traditionally defined
as OCO, DCO, NetOps) and is counter-culture.

R2: Revisit entry requirements by assessing aptitude and affinity as equal indicators of career
success.

PRO: Accessions and crossflows are gained based on the merits of BOTH aptitude and
affinity, vs.

using STEM + professional certification as the only indicator of success.

CON: Creates a rigor in developing an assessment process that tests and measures aptitude
and affinity.

R3: USAF pursue educator investment strategies that amplify recruitment capabilities.

PRO: Tapping into educators will amplify recruitment strategies; educators are involved in
“job placement” strategies.
CON: Requires additional recruitment effort that parallels normal ROTC/OTS efforts.

R4: Target NSA academic excellence institutions for accessions

PRO: By targeting those institutions with renowned success in developing cyberspace
professionals the

USAF can ensure that the right accessions (with aptitude and affinity) enter service.
Targeting efforts would include marketing strategies directed at those institutions with
scholarship opportunities outside of normal channels.

CON: Requires a new program that deliberately targets certain individuals with specific
potentials and the allocation of resources (scholarships and mentoring/advising) to those
individuals.

R5: Cyberspace alumni profiles in college publications.

PRO: Enhances recruitment message by establishing a mode for potential candidates to
engage with current cyberspace officers; stories inspire potential candidates.
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CON: Requires time/investment to craft a public relations targeted message.

USAF develop specific accession strategies necessary to target and recruit talent.

PRO: Deliberately targets specific educational, aptitude and affinity necessary to fill
functional areas (EW, NetOps, 10) through accession strategies; opens the talent pipeline for
the cyberspace force of the future.

CON: ROI may not be realized until periods following initial 10 years commitment:
Financial & time investment is required and will only pay dividends if commitment to new
accession strategy is persistent; it must become an institutional norm.

Retain cyberspace operations officers by supporting technology passions

PRO: Retain the cyberspace operations officer through supporting technology proficiency.
CON: Costs of TDY/time away from core mission.

Retain cyberspace operations officers by facilitating exposure opportunities

PRO: Retain the cyberspace operations officer through networking and developing
partnerships.

CON: Costs of TDY/time away from core mission.

Develop a selective USAF cyber-conference

PRO: Retain the cyberspace operations officer through supporting technology proficiency.
CON: Costs of TDY/time away from core mission.

R10: Revisit/revise career path (pyramid) for cyberspace officers

PRO: Provides career agility by ensuring that cyberspace officers have either a technical or
a management track with merit-based promotion opportunity.

CON: Revise current career path (pyramids) which is counter-cultural to USAF processes
and may impact promotion boards across the USAF.

R11: Develop a tiered “in-rank” bonus system to encourage continuation of service along
technical tracks.

PRO: Fosters a means to enable those with aptitude/affinity for the technical side of
cyberspace operations to continue service (prevents “up or out” promotions). Serves the
needs of the USAF by ensuring knowledge, skills and ability are retained in service.

CON: Necessary monetary incentives that drive another bill for a fiscally constrained
USAF.
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Conduct exit interviews to discern why cyberspace operations officers separate from

service.

R13:

R14:

PRO: Exposing and collecting data on why cyberspace operations officers leave active
service can help address the right problem with the right solution. The “easy” assumption
to make is that officers separate due to financial reasons; however, this may not always be
the case.

CON: Resources (time) will have to be spent to form an exit interview that asks the right
questions.

Expose cyberspace officers to joint environments early in their careers.

PRO: Exposing USAF cyberspace officers to joint operations early on enables flexibility
in operations and leverages knowledge, skills and experience across the entire force.

CON: Reuvising career and development milestones is challenging to formalize for a
2,500+ career field.

Lower barriers for crossflow into cyberspace operations for those with the requisite

knowledge, skills and experience.

R15:

R16:

PRO: Maximizes knowledge, skills and experience from talent across the Air Force
CON: Will run counter to personnel systems which often seek to “protect” manning slots
instead of seeking best needs of the Air Force.

Leverage human capital across the ANG/AF Reserves to maximize force capabilities

PRO: Taps potential human capital in the ANG/AF that is not inherent to the AD force.
ANG/AF often bring niche skills and experience (from civilian life) that would promote
cyberspace mission assurance.

CON: Will run counter to ANG/AF Reserve manpower requirements, which might resist
the transfer of their talent to the AD force. Additionally, ANG/AF Reserve personnel may
not volunteer to assume AD duties because of the benefits of working on the ANG/AF
Reserve force (stability, lower ops-tempo etc).

Manage the education of accessions by functional area with course (or at least

concentration) specificity.

PRO: Increases eligible cyberspace officer pool, and, potentially, technically competent
senior leaders.
CON: Requires additional management oversight.
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R17: Assess the holistic AF requirement for STEM degrees to positively affect 17D throughput.

R18:

R19:

PRO: Increases eligible cyberspace officer pool and increase the number of technically
competent senior leaders.
CON: Tougher prerequisites for UPT applicants.

Formalize the direct accession to AFIT program for cyberspace officers.

PRO: Increases the number of cyberspace officers with a solid educational foundation in
engineering and shortens pipeline training.

CON: Delays entrance into tactical level unit by two years and current PME policy does
allow AFIT degrees obtained outside of the eligible IDE window to receive equivalency
credit.

Require an initial assessment test on Day 1 of UCT and allow students to “test out” of

blocks to shorten training pipeline.

PROS: Potentially shortens the amount of time student spends in training and identifies
officers that have skill sets that usually take longer to train. These students are ideal for
NetOps jobs that have long MQTs because they can exit the pipeline sooner and enter a
unit and begin MQT process.

CONS: Students do not benefit from the experience and expertise of other students.

R20: Adjust UCT Phase I to four months and Phase Il to two months.

R21:

PROS: Uses STEM foundation to speed along baseline training, allows career field to
develop skill sets because Phase Il will function as IQT/MQT and sends graduates to units
that are almost MQT.

CONS: CFM will have to spend resources to modify training program.

Encourage cyberspace officers to participate in cyberspace symposiums, cyberspace

competitions and wargaming/exercises to preserve skill sets and operationalize training.

PROS: Validates education and training, serves to incentivize cyberspace operators to
hone skill sets and potentially helps in the recruitment of future cyberspace officers.
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CONS: Resource allocation and time spent outside the unit.

R22: Revisit throughput levels on specialized programs (e.g. WIC, AFIT, EWI, CNODRP etc.) in
order to determine ways to increase and incentive special skills.

PROS: Premier programs (e.g. WIC, AFIT, EWI, CNODP, etc.) turn applicants away
based on quota and not qualifications. By opening the aperture (and NOT lowering
requirements) more cyberspace officers could be developed with critical skills.

CONS: Perception of doing injury to these programs by accepting more applicants.

R23: Biannually require UCT to conduct an internal U&TW to identify out-dated course
material.

PROS: Forces UCT schoolhouse to assess the relevancy of course material on a more
regular basis.
CONS: Potentially resource heavy.

R24: Require MAJCOM to solicit feedback from units to validate training standards.

PROS: Allows squadron-level participation in determining training standards
CONS: Allows squadron-level participation in determining training standards

R25: 17D CFM establish development timetables for curriculum revisions to ensure timely
implementation.

PROS: Quicker implementation of curriculum and training standard revisions.
CONS: Manpower and resource allocation to maintain long-term commitment.
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